goobooboooboboboood g3d

0gaoo

20120 40 200



goooood

gobooooog
» 0000 (Ooooooooon)
» JO0O0oooooon
» 00: 00000000 gnuplotOOOOOODOO
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goooon

ugobogoodan

» JO0O0o00ooognog

» JO0O00oooog

» 0OgoDd

» 00 00booboooo
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oboooboobooo



Ooooooooo:cooooisponb
00-000000000000000000

!z!n:!;vlaa(m‘y 7 7ﬁ —INY 7 —— IAPAN
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god

Jddd: 000000 oooooo
» OO
» JO0000000O0oboooooooooa
» JO0O0OOon
» 0000000000000 O0ObOOooOoOooooo




goooobbogogd

» fastpath: OO0 O0O00O00OOO0OO
» slowpath: DOOOOOOO
» ICMPOOODOODOODOODOOOOODOODOOOO

]

processor

line card line card




gooooboooooobod

0000000000000 (DoooUooOoooooo)
> ping
» JO0000O0oDObOoO0oooooo
» traceroute
» 0o
» tcpdump
» JO0O0O0O0D0obObOoOooo
» SNMP
» JOOooooog



ping

» JO0O00O0000o0ooOoooa
» ICMP-echo request/reply

» OO

» 000000 #00000000000
» ICMPOOOOOOOOOOOOOOO

54



ping sample output

% ping -c 10 www.ait.ac.th

PING www

64
64
64
64
64
64
64
64
64
64

--- www.ait.ac.th

round-trip min/avg/max/stddev

bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes

from
from
from
from
from
from
from
from
from
from

183.
183.
183.
183.
183.
183.
183.
183.
183.
183.

214.
214.
214.
214.
214.
214.
214.
214.
214.
214.

46:
46:
46:
46:
46:
46:
46:
46:
46:
46:

icmp_seq=0
icmp_seq=1
icmp_seq=2
icmp_seq=3
icmp_seq=4
icmp_seq=5
icmp_seq=6
icmp_seq=7
icmp_seq=8
icmp_seq=9

ping statistics ---
10 packets transmitted, 10 packets received, 0% packet loss
= 106.173/110.934/115.273/3.142

ttl=114
ttl=114
ttl=114
ttl=114
ttl=114
ttl=114
ttl=114
ttl=114
ttl=114
ttl=114

.ait.ac.th (202.183.214.46): 56 data bytes
202.
202.
202.
202.
202.
202.
202.
202.
202.
202.

time=112.
time=106.
time=106.
time=111.
time=112.
time=114.
time=111.
time=115.
time=106.
time=111.

601
730
173
704
412
603
755
273
525
562

ms
ms
ms
ms
ms
ms
ms
ms
ms
ms

ms
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traceroute

» IPOO0O0O0OOOOOOOOOO TTL (time-to-live) 0 OO

» JO00000O0DO0OO0O0TTLOD 1000
» TTLO 00000 ICMP TIME EXCEEDEDOOODODODOO

» 00O
» JO0000000000O000O000
» JO0000000000
» JOO0O0O0Oooooooo
» JO0O00O0D0OOOO00000ODDOOIPOOOOOOO
» IPO0O0ODOODODOOOODODOOOODODOOO
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traceroute sample output

% traceroute www.ait.ac.th

traceroute to www.ait.ac.th (202.
1 202.214.86.129 (202.214.86.129)
jc-gw0.IIJ.Net (202.232.0.237)
(210.130.143.233)
(210.130.130.76)
(210.130.143.53)
202.232.8.142 (202.232.8.142)
ge-1-1-0.toknf-cr2.ix.singtel.com (203.208.172.209)

2
3 tky001ix07.II1J.Net
4 tky001bb00.IIJ.Net
5 tky001ix04.I1J.Net
6
7
1

.480 ms

8 p6-13.sngtp-cr2.ix.singtel.com (203.208.173.93)

229 (203.208.172.229) 88.617 ms

9 203.208.182.238 (203.208.182.

(203.208.182.234) 91.660 ms

10 203.208.147.134 (203.208.147.

11 210.1.45.241 (210.1.45.241)
12
ms
13
ms

14 202.183.160.121 (202.183.160.

15
16
17

* >k %
* %k %
* %k %

st1-6-bkk.csloxinfo.net (203.

st1-6-bkk.csloxinfo.net (203.

183.214.46), 64 hops max, 40 byte packets
0.687 ms 0.668 ms 0.730 ms

0.482 ms 0.390 ms 0.348 ms

0.861 ms 0.872 ms 0.729 ms
10.107 ms 1.026 ms 0.855 ms
1.111 ms 1.012 ms 0.980 ms
1.237 ms 1.214 ms 1.120 ms
1.338 ms 1.501 ms
93.195 ms 203.208.172.
87.929 ms

238) 90.294 ms 88.232 ms 203.208.182.234
134) 103.933 ms 104.249 ms 103.986 ms
103.847 ms 110.924 ms 110.163 ms
146.14.54) 131.134 ms 129.452 ms 111.408

146.14.54) 106.039 ms 105.078 ms 105.196

121) 111.240 ms 123.606 ms 112.153 ms
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tcpdump

goooooobobobboboooooaa
» JO0O00O0O0ONOODDODOO
goooooooooon
» 0: 000000000 TCPSYNOOOO

» 0O0Oooogn

v

v

v

RN

» 0000000000
» DO0O0O000O0b000ooOobooon
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tcpdump sample output

18:45:29.767497 IP 202.214.86.132.50052 > 202.210.220.18.80: \

S 3304970307:3304970307 (0) win 65535 <mss 1460,nop,nop,sack0K,nop, \

wscale 1,nop,nop,timestamp 710778973 0>
18:45:29.770038 IP 202.210.220.18.80 > 202.214.86.132.50052: \

S 3129218301:3129218301(0) ack 3304970308 win 65535 <mss 1460,nop, \

ywscale 1,nop,nop,timestamp 2523776361 710778973,nop,nop, sack0K>
18:45:29.770090 IP 202.214.86.132.50052 > 202.210.220.18.80: \

. ack 1 win 33304 <nop,nop,timestamp 710778973 2523776361>
18:45:29.787084 IP 202.214.86.132.50052 > 202.210.220.18.80: \

P 1:521(520) ack 1 win 33304 <nop,nop,timestamp 710778975 2523776361>
18:45:29.791392 IP 202.210.220.18.80 > 202.214.86.132.50052: \

P 1:222(221) ack 521 win 33304 <nop,nop,timestamp 2523776363 710778975>
18:45:29.887024 IP 202.214.86.132.50052 > 202.210.220.18.80: \

. ack 222 win 33304 <nop,nop,timestamp 710778985 2523776363>
18:45:34.792726 IP 202.210.220.18.80 > 202.214.86.132.50052: \

F 222:222(0) ack 521 win 33304 <nop,nop,timestamp 2523776864 710778985>
18:45:34.792763 IP 202.214.86.132.50052 > 202.210.220.18.80: \

. ack 223 win 33304 <nop,nop,timestamp 710779475 2523776864>
18:45:42.528539 IP 202.214.86.132.50052 > 202.210.220.18.80: \

F 521:521(0) ack 223 win 33304 <nop,nop,timestamp 710780249 2523776864>
18:45:42.531088 IP 202.210.220.18.80 > 202.214.86.132.50052: \

. ack 522 win 33303 <nop,nop,timestamp 2523777637 710780249>
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SNMP (Simple Network Management Protocol)

» SNMP
» J0oobbbbooooobobbbooooooobobo
» UDPOOD (DODOOODO)
» JO0O000o0ooooobooon
» DO00OOOODO0OO0OOOOOOOooSononO
» JOoooobobbogd
» MIB (Management Information Base)
» SNMPOOOOOOOOO0O0O0O0O00O00O

» [: interfaces.ifTable.ifEntry.ifOutOctets
» JOMBOOOODOOO MIB

> get, set, get-next to access MIB
» 00O

» DO00000O00000O0b0000d
» 000000000 0O0ob0obocobOooboooon
» DO0O0O0O0DOO0O0O0OO
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gooon

» SNMPOOOOOO0OO0OO0OOOOOOOODOOOOO0OO0OOOO
» JO000000O000O000000O00O000

» D0 O000oOoon
» 5 tupples (protocol, srcaddr, dstaddr, srcport, dstport), AS, etc
» 0O0000: NetFlowd sFlowd IPFIXO ...

» 000000000 obooooboooDon

flow 6 G
. flow 5 Cm—)

> <

flow 4 <
flow 3; t—>>
flow 2 t——p
flow 1 e

A\

timebinN  timebinN+1  fime
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MRTG

» SNMPOOOODDODOODOOODOO
>» 0000000000000 0000000O0O0O0O0O
> daily, weekly, monthly, yearly

» inbound/outbound traffic
» JO0O000OO0o0obOoobooo

1688.8 k

1288.8 k

288.8 k

488.8 k

Bits per Second

8.8 k

g8 18 12 14 16 18 28 22 @

17 /54



RRDtool

» RRDtool: MRTGDO O OODOOODODOODO
» 000000000
» 0000000000 DO00O000OO0

» flowscan O OO RRDtool DO OO NetFlowO OO QOO QOQ4d

4%ell Known Services, bits per second

w 5

= 100 m = i 4

T . Tkl A

< ERE

= (7Y

3 son

— o

0

= L

S Iy

Z / e

= M
00: 00 08: 00 1200

B Napsters 27,7 out 21.&% In

W HTTP src + B HTTF dst 7.3 out 24.1% In

EFTP DATA src + B FTP DATA dst 24.8% Out 12.4% In
[ MCAST  0.08 Gut 0.3 In

M HNTP src + B WNTP dst 0.5% out  4.5% In
O RealServer 0.2¢ Out 0.5 In
[ SHTP src + W SMTP dst 0.2 out 0.5% In

O ICHP 0.1% Qut  0.1% In
other 38.5% Out 35.6% In
W TOTAL

from caida web site
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gooooboooooobod

» DOdoboobooboobbooboo
» DO0uobooooaoog
» 0000000000000 000000000
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Jdoboooboood



goooood

web server accesslog
mail log

syslog

firewall log

IDS log

000 0o0o0o0oo

vV V. VvV v Vv Y
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goooobboogog

googond

» JO0ob:gobgboboboboabod
» DO0O0O0O00000

gobooboobbooboooboboobooaboo
goooooo
» Jogd
goboooboooobooooo
gooooo
» 00000000

v

vy

vy

goboobooobbooobooboon
(DOoOoOoUoooboooooooon)
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goooood

goooooo
gbobooboooboboobooobooboooooon
(CoobooOooUUOUbOOoOD)boDOoOOo
goboodgboboooooooo
gobodgbooobood
gbobobobobobo

vV V. VvV v Vv Y
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gooon

» OO0

» 0000000 (syslog APIDODOOO)
» DO0O0O00oboo

gooooooon

» JO0O000OO0O0bOobobobobooboo

» J0O00DOO0O0bOoOobOoboboo

» JO0O00DbOo0obobbobboobboobon
RRD (Round Robin Database)

» DO0000D0O00O000O0bO0O00oOOoboOoo0ooon
» O0: 50000 1000200000 100010000 10O

ggd
» JO0000O0OwebOOOOOODOOOODOOO

v

v

v
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goooobbogogd

» web server access log
» mail log
» DHCP server log

» syslog
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WebOOOOGOOOOO

» HTTPODOODOO
» JO0O0O0O0O/00000

web server

BC1==H

HTTP request HTTP response
HTTP request HTTP response

web client web client

26
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web server access log

» Apache Common Log Format
> client_IP client_ID user_ID time request status_code size
» Apache Combined Log Format
» Common Log Format O referer O User-agent 0 O O
» client_IP client_ID user_ID time request status_code size
referer user-agent
» 000 0D000o0ogad

client_IP: 000000 IPOOODO

client_ID: OJOOOOODODOODO

user_ID: JOOOOO

time: 00O

request: JOO00OOO0OOOO

status_code: OO0OOOO0OOO0O

size: DO00OD0OOD0 (DODOOOOOO) oODoOooOoOm-n
referer: JOO0O0OOOOOO

user-agent: 00000000000 OOOOOOO0OO

0 Combined Log Format:

127.0.0.1 - frank [10/0ct/2000:13:55:36 -0700] \
"GET /apache_pb.gif HTTP/1.0" 200 2326 \
"http://www.example.com/start.html" \

"Mozilla/4.08 [en] (Win98; I ;Nav)"
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mail log

0000000 ooOooooooooooooo
0:

Oct 27 13:32:54 server3 sm-mta[24510]: m9R4WsBe024510:\
from=<client@example.com>, size=2403, class=0, nrcpts=1 \
msgid=<201012121547.0BCF1PX6032787@example.com>, \
proto=ESMTP, daemon=MTA, relay=mail.example.co.jp [192.0.2.1] \

Oct 27 14:43:04 server3 sm-mta[24511]: m9R4WsBe024510: \
to=<user@example.co.jp>, delay=01:10:10 xdelay=00:00:00, \
mailer=local, pri=32599, dsn=2.0.0, stat=Sent

> 00

> 0ooo

> 00000000 [0ooooo)

» Queue ID: DODOOOO ID

> ..

> nrepts: 0000

> relay: 0O0OO0O0OOOO

» dsn: Delivery Status Notification, RFC3463

» 2 X.X:Success, 4.X.X:Persistent Transient Failure,
5.X.X:Permanent Failure
» stat: Message Status
» Sent, Deferred, Bounced, etc
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DHCP server log

SYSLOG: 00000000

Oct 28 15:04:32 server33 dhcpd: DHCPDISCOVER from 00:23:df:ff:a8:a7 via ethO
Oct 28 15:04:32 server33 dhcpd: DHCPOFFER on 192.168.2.101 \
to 00:23:df:ff:a8:a7 via ethO
Oct 28 15:04:32 server33 dhcpd: DHCPREQUEST for 192.168.2.101 \
from 00:23:df:ff:a8:a7 via ethO
Oct 28 15:04:32 server33 dhcpd: DHCPACK on 192.168.2.101 \
to 00:23:df:ff:a8:a7 via ethO
Oct 28 15:09:32 server33 dhcpd: DHCPREQUEST for 192.168.2.101 \
from 00:23:df:ff:a8:a7 via ethO
Oct 28 15:09:32 server33 dhcpd: DHCPACK on 192.168.2.101 \
to 00:23:df:ff:a8:a7 via ethO

dhcpd.leases: DOOO0 IPODOOOOOOOO

lease 192.168.100.161 {
starts 4 2010/12/09 23:13:39;
ends 5 2010/12/10 00:13:39;
tstp 5 2010/12/10 00:13:39;
binding state free;
hardware ethernet 5c:26:0a:17:06:00;
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syslog

» UNIXO OSOODODOOO0OO0O0oOooDoOooooooogogo

» 00000000 0DbO00C00ObO0bO0000bOo0o0oo
oood

» 00000000000

» DO0O0000O00000O0000000d0

» Windows Event Log
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WebO O OO

0000 (crawler) DO ODOOOODOO
» 0000 00000000000 000DbO

»webOOOO: webOODOOOOOOODO

» 00000000 O0DbOO00OC0cOobOOoboOooon
» DO0000bOO000OobOooocooao

» JOgooooooo
» DO0O0O000O00O00obOOoboooconoa
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goooon

» JO0O0Ooooooooobooooboo
» JOogoboobobbobooboaobodaod

>DDDDDDDDDDDDDDDDDD(grep,sort,uniq,
sed, awk, etc)
» JO0O00000O000O00O00O00OO0O

» OO0 obooooooooooobn
» DO00000O00000O0bOO0O0o0oOoobOOoon
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gooooogd

» 0000000 ob0oo0oboobobooboooooboono
oo

» 00000000000 bOO00O0O0O00000
gogooooooon

» 00000000000
gooobooogn
oooobooogn
oooooooooogo
dooooooobobobboooood
goboobobooobooooo

» DO0O0O000OO00od
» J0OO00DbO0o0bOob0bobobooboon

ggooooooobon
» DO0O0O0O00O0boooog
» DO0O0o0ooOobooog

gbobobobobooboboboboobo

v v
\ 2 A 4

v

v

v
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0000 (regular expression)

gpooog
» JO000DOO0o0bo0bobooboboobooobbon

» D000 bo0obooboobooobooboobobooobooon
» D000 0oOOo0obooboobobooboobo

> grep, expr, awk, vi, lex, perl, ruby, ...

RubyOOOGOGQd

Regexp class

regular expression literal: /regexp/opt
=" operator: subject =" /regexp/
match() method: /regexp/.match(subject)
string class: string.match(/regexp/)
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RubyOODOOQOOOOOOoOOOOoO

[abc] A single character: a, b or c

["abc] Any single character but a, b, or c
[a-z] Any single character in the range a-z
[a-zA-Z] Any single character in the range a-z or A-Z
= Start of line

$ End of line

\A Start of string

\z End of string

. Any single character

\s Any whitespace character

\S Any non-whitespace character

\d Any digit

\D Any non-digit

\w Any word character (letter, number, underscore)
\W Any non-word character

\b Any word boundary character

(...) Capture everything enclosed

(alb) aorb

a? Zero or one of a

a*x Zero or more of a

a+ One or more of a

a{3} Exactly 3 of a

a{3,} 3 or more of a

a{3,6} Between 3 and 6 of a
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RubyOOOODOODOOOOOOOOO (ODDOO)

options:

i case insensitive

m make dot match newlines

x ignore whitespace in regex

o perform #{...} substitutions only once

00000000000 (Dobooooooon)
ne0 0000000 e 02000000

/<.*>/.match("<a><b><c>") # => "<a><b><c>"
/<.%7>/ .match("<a><b><c>") # => "<a>"
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gooob.ogggooon

RN
gooog
goo

v

v

v

v

000DO00OOoDOooooo: oo P. K. Janert "Gnuplot in
Action”

http://web.sfc.keio.ac.jp/"kjc/classes/sfc2012s-measurement/marathon.txt
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goooo.ogogd

» J0000O0O0O0ODO (OD)LOooOOOoODOUOObOODODO

RN

# regular expression to read minutes and count

re = /~(\d+)\s+(\d+)/

sum = O # sum of data
n = 0 # the number of data
ARGF.each_line do |linel
if re.match(line)
min = $1.to_i
cnt = $2.to_i
sum += min * cnt
n += cnt
end
end

mean = Float(sum) / n

printf "n:%d mean:%.1f\n", n, mean

% ruby mean.rb marathon.txt
n:2355 mean:171.3

38 /54



goddd:gobobofd
»000000: 02 =15" (x5 —x)?

# regular expression to read minutes and count

re = /7 (\d#)\s+(\d+)/

data = Array.new
sum = O # sum of data
n = 0 # the number of data
ARGF.each_line do |linel
if re.match(line)
min = $1.to_i
cnt = $2.to_i
sum += min * cnt

n += cnt
for i in 1 .. cnt
data.push min
end
end

end
mean = Float(sum) / n
sgsum = 0.0

data.each do |il
sqsum += (i - mean)**2
end
var = sqsum / n
stddev = Math.sqrt(var)
printf "n:%d mean:%.1f variance:%.1f stddev:%.1f\n", n, mean, var, stddev

% ruby stddev.rb marathon.txt

n:2355 mean:171.3 variance:199.9 stddev:14.1
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goobob:0boboboooboooog
» J00000000: e2=2%3",x*—%?

# regular expression to read minutes and count

re = /7(\d+)\s+(\d+)/

sum = 0 # sum of data
n = 0 # the number of data
sqsum = 0 # su of squares
ARGF.each_line do |linel
if re.match(line)

min = $1.to_i

cnt = $2.to_i

sum += min * cnt

n += cnt
sqgsum += min¥*2 * cnt
end

end
mean = Float(sum) / n
var = Float(sqsum) / n - mean**2

stddev = Math.sqrt(var)

printf "n:%d mean:%.1f variance:%.1f stddev:%.1f\n", n, mean, var, stddev

% ruby stddev2.rb marathon.txt
n:2355 mean:171.3 variance:199.9 stddev:14.1
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gobobb:-00000040
» 0000000000000000000000000

# regular expression to read minutes and count

re = /~(\d+)\s+(\d+)/
data = Array.new

ARGF.each_line do |linel
if re.match(line)
min = $1.to_i
cnt = $2.to_i

for i in 1 .. cnt
data.push min
end
end

data.sort! # just in case data is not sorted

n = data.length # number of array elements
r=n/ 2 # when n is odd, n/2 is rounded down
ifn%21!=0

median = datalr]
else

median = (datalr - 1] + datalr])/2
end

printf "r:%d median:%d\n", r, median

% ruby median.rb marathon.txt
r:1177 median:176 41 /54



OO0000: gnuplot

» gnuplot 00O O0OO00OOO0DOOOO
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oboood: bbogdn
» J00000000000000

plot "marathon.txt" using 1:2 with boxes

0000000000 (00)

set boxwidth 1

set xlabel "finish time (minutes)"

set ylabel "count"

set yrange [0:180]

set grid y

plot "marathon.txt" using 1:2 with boxes notitle

160 . — 180
“marathon.txt" using 1:2 1
140 - 160
140
120 -
120
100 -
= 100
— g
80 8 80
60 - 60
40 40
20 -
20
0 120 140 160 180 200 220 240

120 140 160 180 200 220 240 finish time (minutes)
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OO0O000: 00000 CbFODOO

oooo:

# Minutes Count
133 1

134 7

135 1

136 4

137 3

138 3

141 7

142 24
goooood:
# Minutes Count CumulativeCount
133 1 1

134 7 8

1351 9

136 4 13

137 3 16

138 3 19

141 7 26

142 24 50
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000O00: CDF (2)

ruby code:
re = /~(\d+)\s+(\d+)/
cum = 0
ARGF.each_line do |linel
begin
if re.match(line)
# matched

time, cnt = $~.captures
cum += cnt.to_i
puts "#{time}\t#{cntI\t#{cum}"
end
end
end

gnuplot command:

set boxwidth 1

set xlabel "finish time (minutes)"

set ylabel "CDF"

set grid y

plot "marathon-cdf.txt" using 1:($3 / 2355) with lines notitle
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OO0000: 00000000000 CDF

1
0.9

0.8 /
0.7

0.6 /
0.5 /

0.4

CDF

0.3

0.2

0.1 /_/

0 . . . .
120 140 160 180 200 220 240
finish time (minutes)
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O0o0O00d: WebOODOOOO ODOO0OOOO

apache log (combined log format)
gobooboooboooon

0000000000 000000 webserverd OO0
ftp0 000000 0http 0000

0 14MB(bzip2 0 0)0 OO0 OO 280MB

1/10 sampling
ooobOooIPOO0O0OOOO0OOODOODOODOO0
(1-to-1 mapping)

vV V. VvV V. v VY

access log for 24 hours:
http://www.iijlab.net/"kjc/classes/sfc2012s-measurement/sample_access_log.bz2
test data (first 100 lines):
http://wuw.iijlab.net/"kjc/classes/sfc2012s-measurement/test-100lines
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goooobobodd

143.207.214.239 - - [18/Jul/2010:23:59:563 +0900] "GET /pub/mozilla.org/firefox/releases/3.6.6/\
update/mac/de/firefox-3.6.6.complete.mar HTTP/1.1" 206 300371 "-" "Mozilla/5.0 (Macintosh; U;\
Intel Mac 0S X 10.6; de; rv:1.9.2.3) Gecko/20100401 Firefox/3.6.3" ftp.jaist.ac.jp

161.42.4.49 - - [18/Jul/2010:23:59:20 +0900] "GET /pub/PC-BSD/8.0/i386/PCBSD8.0-x86-DVD.iso\
HTTP/1.1" 206 58970 "http://ftp.jaist.ac.jp/pub/PC-BSD/8.0/i386" "Mozilla/4.0 (compatible;\
MSIE 6.0; Windows NT 5.1; SV1; .NET CLR 1.1.4322; .NET CLR 2.0.50727)" ftp.jaist.ac.jp

150.107.216.201 - - [18/Jul/2010:23:59:56 +0900] "GET /pub/mozilla.org/firefox/releases/3.6.6/\
update/win32/en-GB/firefox-3.6.6.complete.mar HTTP/1.1" 206 300368 "-" "Mozilla/5.0 (Windows;\
U; Windows NT 6.0; en-GB; rv:1.9.2.3) Gecko/20100401 Firefox/3.6.3 (.NET CLR 3.5.30729)"\
ftp.jaist.ac.jp

22.32.128.50 - - [19/Jul/2010:00:00:00 +0900] "HEAD /project/clamav/clamav/win32/ClamAV-0.96.1\
-64bit-beta.zip HTTP/1.0" 200 302 "http://jaist.dl.sourceforge.net/project/clamav/clamav/\
win32/" "Wget/1.10.2 (Red Hat modified)" jaist.dl.sourceforge.net

137.29.144.83 - - [19/Jul/2010:00:00:00 +0900] "GET /pub/mozilla.org/thunderbird/releases/\
2.0.0.24/update/win32/en-US/thunderbird-2.0.0.24.complete.mar HTTP/1.1" 200 65845 "-"\
"Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.8.1.22) Gecko/20090605 Thunderbird/\
2.0.0.22" ftp.jaist.ac.jp

22.32.128.50 - - [19/Jul/2010:00:00:00 +0900] "HEAD /project/clamav/clamav/win32/Clamunrar-\
0.96.zip HTTP/1.0" 200 298 "http://jaist.dl.sourceforge.net/project/clamav/clamav/win32/"\
"Wget/1.10.2 (Red Hat modified)" jaist.dl.sourceforge.net

209.235.74.175 - - [18/Jul/2010:23:59:52 +0900] "GET /pub/mozilla.org/firefox/releases/3.6.6/\
update/win32/en-US/firefox-3.6.6.complete.mar HTTP/1.1" 206 300368 "-" "Mozilla/5.0 (Windows;\
U; Windows NT 6.1; en-US; rv:1.9.2) Gecko/20100115 Firefox/3.6" ftp.jaist.ac.jp

153.42.115.45 - - [18/Jul/2010:23:59:56 +0900] "GET /pub/mozilla.org/firefox/releases/3.5.10/\
update/win32/pl/firefox-3.5.10.complete.mar HTTP/1.1" 206 300368 "-" "Mozilla/5.0 (Windows;\
U; Windows NT 6.0; pl; rv:1.9.1.5) Gecko/20091102 Firefox/3.5.5 (.NET CLR 3.5.30729)"\
ftp.jaist.ac.jp
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gooob.gogoooboooooon

» 0000 WebOODOOOODOO
» D000 boobooobooobosoboooon
» JOoooon

% ruby parse_accesslog.rb sample_access_log > access-bmin.txt
% more access-bmin.txt
2010-07-18T16:55 1 600572285

2010-07-18T23:55 463 2128020418
2010-07-19T00:00 4123 1766135158
2010-07-19T00:05 3963 1857342919
2010-07-19T00:10 3871 2171231118
2010-07-19T00:15 3965 4378143224

% gnuplot
gnuplot> load ’access.plt’
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extract request counts and transferred bytes with 5
minutes bins

#!/usr/bin/env ruby
require ’date’

# regular expression for apache common log format
# host ident user time request status bytes
re = /7(\S+) (\S+) (\S+) \[C.*?)\1 "(C.*?)" (\d+) (\d+|-)/
timebins = Hash.new([0, 0])
count = parsed = 0
ARGF.each_line do |linel
count += 1
if re.match(line)
host, ident, user, time, request, status, bytes = $”.captures
# ignore if the status is not success (2xx)
next unless /2\d{2}/.match(status)
parsed += 1
# parse timestamp
ts = DateTime.strptime(time, ’%d/%b/%Y:%H:YUM:%S %z’)
# create the corresponding key for 5-minutes timebins
rounded = sprintf("%02d", ts.min.to_i / 5 * 5)
key = ts.strftime("%Y-%m-%dT/%H: #{rounded}")
# count by request and byte
timebins[key] = [timebins[key][0] + 1, timebins[key][1] + bytes.to_i]
else
# match failed
$stderr.puts("match failed at line #{count}: #{line.dump}")
end
end
timebins.sort.each do |key, valuel
puts "#{key} #{value[0]} #{value[1]}"
end
$stderr.puts "parsed:#{parsed} ignored:#{count - parsed}"



plot graphs of request counts and transferred bytes
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gnuplot script

» multipot D000 200000000000

set
set
set
set
set
set

set

set
set

xlabel "time (5-minute interval)"

xdata time

format x "JH:JM"

timefmt ") Y-Y%m-%dT%H:%M"

xrange [’2010-07-19T00:00°:°2010-07-19T23:55°]
key left top

multiplot layout 2,1

yrange [0:20]
ylabel "requests/sec"

plot "access-6min.txt" using 1:($2/300) title ’requests’ with steps

set
set

yrange [0:300]
ylabel "traffic (Mbps)"

plot "access-5min.txt" using 1:($3%8/300/1000000) title ’traffic’ with steps

unset multiplot



god

ugobogoodan

» JO0O0o00ooognog

» JO0O00oooog

» 0OgoDd

» 00 00booboooo
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good

040 0000000 (4/27)
» 0000

» 0000000
00000

00: 0000

001

vV vy
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