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B R

110 )\ NEIT (6/19) 6 BR (18:10-19:40) A13
» UNIX OV R

Ty RFvTFrIVT

70~ JJLERHT

BB 70U

v

v

v
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EF7R UNIX D9V KR

» TEFRAR D 7AW ZRSHEICENGZ UNIX IV =
» sort, head, tail, cat, cut
> diff, tee, grep, uniq, wc
> join, find, sed, awk, screen
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sort VYR

sort ANV ER: TR 71ILDITEY - UTHVPEZRS

$ sort [options] [FILE ...]

» options (FRETEWVNZSBRATY3V)
» -n: T —)LRZEHEE UTEHED
> -r: fEREEIRICLENRD
» .k POSI[POS2] : V—FE BT —ILRES (1 AUYY) &
BEITD
» -t SEP: 71 —JLRE/I\L—YZEEET D
» -m: BV —hSNET 7ML EY—IT B
» -TDIR: —BI771ILDT4LOKNUZEEBET D

Bl: fileZE 3 71 —)ILRZHEE A TEIBICY — b, —BI 71
(X" Jusr/tmp" [C{ED

$ sort -nr -k3,3 -T/usr/tmp file
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head VY YV K

head VYV K: D71 ILDEBEE D=L
» TOAILKE 10 fTFRER

head [-n lines | -c bytes] [file ...]

IR

$ sort -n -k3,3 | head -n 10
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tail AV VR

tail IVY R T7 A IILORESNZLEH
» T AN E 10 TRR

tail [-F | -f | -r] [-q] [-b number | -c number | -n number] [file ...]

» BRLESATY3Y
» - DA EERUTKREICBNSNEZDZEEH

IR

monitor a log file:
$ tail -f /var/log/httpd-access.log
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cat AV VK

cat AVVEK: 71 )LOABZ (EELT)EAH

cat [-benstuv] [file ...]

fl:

$ cat filel file2 > file3
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cut AVYYV R

cut ARV R: BELIET7MILDEITHS. TNENDO—HNZ
b L TED

cut -b list [-n] [file ...],
cut -c list [file ...],
cut -f list [-s] [-d delim] [file ...]

» BLESATY3Y

-b BYTE-LIST : /1 hMUBEIEE

-c CHAR-LIST : XZfB%IEE

-f FIELD-LIST : 7« —JL RuUBEEE

-d DELIM : 74 —)LRORXI D XF%IEE

v

v vy

IR

extract users’ login names and shells from the system passwd file:
$ cut -d : -f 1,7 /etc/passwd

show the names and login times of the currently logged in users:

$ who | cut -c 1-16,26-38
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diff AV~

diff PV R: 8RO 7 IZ2T3&(CHBRU. BRB31TE2RR

diff [OPTION]... FILES

» R<ESATYIY
» -u : unified diff format THA

IR

$ diff -u filel file2
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tee AV VR

tee VYV R: IZEANDSTHATLARASZ, ZELHET 7LD
AlcEAH

tee [-ai] [file ...]

IR

$ 1s | tee output.txt
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grep OV YV <

grep OV Y K: PATTERN [CHE LI XFINZBTTZ2EHT D

grep [options] PATTERN [FILE...]
grep [options] [-e PATTERN | -f FILE] [FILE...]

IR

search lines including ’abc’:

$ grep ’abc’ file

count the number of lines starting with ’abc’:
$ grep -c ’"abc’ file
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unig AVY YR

unig IRV R: V— k&N T 71 LA S EETENIR

uniq [-c¢ | -d | -u]l [-i] [-f num] [-s chars] [input_file [output_file]]

» BLESATY3Y
» -d: BEITOHERR

Bl
$ cat filel file2 | sort | uniq > file3

$ sort file | uniq -d
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wec OVY VR

we AVYR: D710 ILDIT8. 85EB#. /\1 iz

wc [-Lclmw] [file ...]
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join VYV <
J%om IVVER: D74 —ILRTY— SN T7 71 IILOBIT
I‘DD_g-%

join [-a file_number | -v file_number] [-e string] [-o list] [-t char]
[-1 field] [-2 field] filel file2

IR

$ cat filel

1001 orange
1002 apple
1003 grape

$ cat file2
1001 400
1002 250
1004 500

$ join filel file2

1001 orange 400

1002 apple 250

$ join -al -a2 -e NULL -o ’0,1.2,2.2° filel file2
1001 orange 400

1002 apple 250

1003 grape NULL

1004 NULL 500
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find VYV <

find ARV R: 271)LOBER

find [-H | -L | -P] [-EXdsx] [-f pathname] pathname ... expression
find [-H | -L | -P] [-EXdsx] -f pathname [pathname ...] expression

fl:

print files with ".rej" suffix:
$ find . -name "*.rej" -print

print ".o" files older than 1 year
$ find . -name "*.0" -mtime +365 -print

remove empty files:
$ find . -empty -exec rm {} \;
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sed VY Y I~ (streaming editor)

sed VYV K:

sed [-Ealn] command [file ...]
sed [-Ealn] [-e command] [-f command_file] [-I extension]
[-i extension] [file ...]

» R<ESIATYIY
» -e command : IV RDEN
» -f command_file : L7 7ILICEBRENTWVWSZIVYY R
%3800

IR

replace "old" by "new":
$ echo "old songs in old books" | sed ’s/old/new/g’

print line 3-5:
$ sed -n ’3,5p’ file
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awk OV YV R

awk OV YV RK:
> BEMEEAIF DO S LAESE
» 117770035 LDEEHL)

awk [ -F fs ] [ -v var=value ] [ ’prog’ | -f progfile ] [ file ... ]

IR

swap columnl and colimn2 and add sum to column3:
$ echo "12 56" | awk ’{print $2,$1,$1+$2}°

extract the capacity in percent from the df command:
$ df | awk ’match($0, /[0-9]1+%/) {print substr($0, RSTART, RLENGTH - 1)}’
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screen VY YV KR

screen VY R RABIRK (IBEIVY RTRBLDT, 1Y L—
LS BREH D)
» OEDDY—ZFILTEHMOREBY —IFILZFERATED
» IR ZY)DBETHREEN B D
» V)L CUIBZERTPICIHRZDDOBM LU THBII/I\v OIS
DY RTHEGEL, RTBERINEHEDY IILICENS
> screen : screen MFCEN
> "ctrl-a d” : detach BEERDOIOBE L
> screen -r : YIDBESNTWVDIHAKDER
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INTYy X2 TFLUD

» XY KRD—=DEFENDINTY hZEIRE
» BE/Tw hDS%EE N N1 S &R
» FEEBART0ORIILLARILOEMTHCTEE
» RSOV a2—F 4 VT ICERRAEBVNWY =)L
> HK
> FT—HY A IHKREL
» TSANY—ADEENBHE
» FIB7KLR
> BEORS
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YwvEVT

» AYEVT RYRD—=DO KRS T4V INDTIOLER
» IRAKLANIL
» BOBLUANDINTY RBRE
» RYKRD—=OH—ROTOIRF 217 REREDFA
» Ry kD=0 LNV
> BOA—URYRIEITAVELEDETD/INVT Y RDRZ T
» WKEZBORA Y FRIEBEEEERFEARR/I\T Y R ERS
A
» YV EVTDEE
> TV KNI, BRI (HEEEANDER)
» ZAYF - L—FTOR—RIS—U VY
» EIROZEEFBALTVWBRFPRILDERS 71 Vv INRRD
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INTY RFPTFPUYITY—)L

» IXIFTRY-I
» ATV -2Y—=)l
> tcpdump: VY RSAYY—=)L
> wireshark: GUI Y —JL
> EARG
» LAN 7F S0, IDS xE
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wireshark

» BWY

» RYND=DDRSTINYa—-FT1VT

» ¥ a2 UT « BREDOIRSE

» JORILEROT IV

» XY RD—=070RIIEBEDES
i

» A—TYV—=R YIWFTSvLTH—LA:
UNIX,Windows,Mac
SATFvITF v ERE. REF Y TF v 7 71 ILDFHAH
BEDI 7AIL7#—< v Y R—b: pcap, pcap-ng, etc.
70k DJLEHBORTIERE (B T0 b JILERTHERE)
BEBINTY MER. 1 ILYEBE. BRITRR
LR e aN - 11

vV vy vy VvYy
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wireshark main window

VVVYVYVYYY

@ test.cap

B[EIX]

Ble Edt Vew Go Coptwe Analyze

Filter:

o Time. Source
10.000000 192.168.0.2
0.200135  192.168.0.1

41.025650 192.168.0.2
51.044366 192.168.0.2
61.048652 192.168.0.2
71.050784  192.168,0.2
81,055053 192.168,0.1
51.082038 192.168.0.2
.2
2
1

111.226156 192.168.0.
121.227282  192.168.0.

source port: ncu-2 (3196)

[stream index:
Sequence number
Header Tangth: 28 bytes

Flags: 0x02 (SYN)

window size walue: 64240
0000 00 09 5b 2d 75 Ba 00 Ob
0010 00 30 18 48 40 00 80 06
0020 00 01 Gc 7c 00 50 3¢ 36
0030 fa fo 27 e0 00 00 02 04

@ Fie ciosan

Suaee BRAXXRE

Statistcs Telephony  Tols  Internals

Help

AesdTFLIEFIQRQAQAHD E#EBS

| Expression.

Destination
Broadcast
0.

1001 1
224.0.0.22
102.168.0.1
239.255.255.250
192,168,0.1
192,168.0.2

192.168.0.2

2 (00:0b:5d:20:¢d:02), DST:
168.0.2 (192.168.0.2), Dst:

Destination port: http (80)
5]

0 (relative sequence number)

5d 20 cd 02 08 00 45 00
61 2¢ 0 a8 00 02 O a8
95 £8 00 00 00 00 70 02
05 b4 01 01 04 02

Packets: 120 Displayed: 120 Marked: 0 Load tine: 0:00.000 Profie: Default

Protocol | Length | Info
RP.

® Frame 11: 62 bytes on wire (496 bits), 62 bytes captured (496 bits)

Ethernet II, src: 192.168.0.
Internet Protocol, src: 182.
- Transmission control Protocal, Src POrt: ncu-2 (3196),

netgear_:
192.168.
DSt Port:

42 Gratuitous ARP for 192.168.0.2 CF
92 Mame guery NESTAT ¥<00><00><00><(

ina 5
54 V3 membership Report / Join grodp
110 standard query R _Tdap. _tep. nbt
175 M-SEARCH * HTTP/L.

86 Standard e o maooeL. woos
337 HTTP/1.1 200 O
110 Registration I TS

87 Standard query A proxyconf.ww004.
62 ncu-2 > http [SYN] Seq=0 Win=e424
60 http > ncu-2 [SvN, ACK] Seq=0 Ack'v)

>
20:75:0a (00:00:5b:2d:75:9a)
0.1 (192.168.0.1)
http (80), seq: 0, Len: O
v

menu: ZHEBEDA Z1—

main toolbar: R < {ES51%4E

AV

filter toolbar: 7« JLYIRIE
packet list pane: &/\T v kOUIURE/ITY KU
packet details pane: ER U2/ v ~OFHE

packet bytes pane: iR U7/

Ty D 16 EHFRR

statusbar: ¥F P TFPT—HOYT ), RT—HR
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wireshark D{ELNA

> wireshark user's guide
» http://www.wireshark.org/docs/wsug_html_chunked/
» RNy MBI 55 2 lR — Wireshark ZfE>7c k3L
VA-=TAVT. ASAU=Ip/V. 2012,

TEERT — 5
» wireshark wiki sample captures
» http://wiki.wireshark.org/SampleCaptures
> capture files used in “Practical Packet Analysis, 2nd Edition”
» http://nostarch.com/packet2.htm
» packet traces from WIDE backbone
» http://mawi.wide.ad.jp/mawi/
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http://www.wireshark.org/docs/wsug_html_chunked/
http://wiki.wireshark.org/SampleCaptures
http://nostarch.com/packet2.htm
http://mawi.wide.ad.jp/mawi/

BE: I\Tw NET

ERR(IC wireshark Z{E>T/I\T v METZT S

25/26



W

&3 HR

(1]
2]
(3]

[4]

(5]
[6]

[7]

(8]
[9]

Ruby official site. http://www.ruby-lang.org/
gnuplot official site. http://gnuplot.info/

Mark Crovella and Balachander Krishnamurthy. Internet measurement:
infrastructure, traffic, and applications. Wiley, 2006.

Pang-Ning Tan, Michael Steinbach and Vipin Kumar. Introduction to Data
Mining. Addison Wesley, 2006.

Raj Jain. The art of computer systems performance analysis. Wiley, 1991.

Toby Segaran. (BWZR $8FEX R). £EEHMTOISIVT. ASAU—-I v/,

2008.

Chris Sanders. (BE(E SAXIZE &R MEMBXE R). EE/\T v MR 8 2 /R
— Wireshark & {E 27 STV a—FT a4 V0. AS14 ) =Y v/, 2012,

bEHE, BRFEF. AVI—RYbDNYF. A—Att. 2011
F L%, 2EE5h. FIRBETRSMETIAE. AlAktt, 2010.

[10] FRAAZ, BX. 70053V 0EODREGES. 5 —Ait, 2000.
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