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giBlOHE T 5L

Fo2@ FT—HERFSDE (4/17)
ZHHETE (9. BERE. D)
gy

J27(C&£3T81ME

JBE: gnuplot [CK2T 5 7iEE

v

v

v

v
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SER-ABRE P CHISHLR & TURAB AL TR

!zltz;{!ﬁ:\&)‘j 7 I-h —INY 7 L=l JAPAN

5/55



IL—5

=75 RV ND—D%ERKT DEE
> HEAE
» REEEIE. Ty R DAD—T oV BIRtEEE
» L= DNEE
» D7IL—H, ITvII—45, TJO0-RNVRIL—FRKRE




IW—DP—FFTDOF¥%

» fast path: \— RO T 7HR—k
» slow path: V7 kD1 708
» ICMP 2 E DR/ v MMIBERO—/ R TUE

]

processor

line card line card




—fREVER Y RO —DEEBY )L

Ry cD—ODEERAY I (BHE&BHEFHAY—ILTIERW)
> ping
» EER. SOVRRUYTHIAAL
» traceroute
> HEESEVA
> tcpdump
» KTy RFPTFLUVYT
» SNMP
» )L—5 DIRREIRIE

55



ping

> *‘y |\9_9 lJ k‘tﬁ@nlu\\/ )l/
» ICMP-echo request/reply

> B9

» FEELDH D £ RV ND—DODIEEENE
» ICMP (HEESHACBES R WGEDH D

55



ping sample output

% ping -c 10 www.ait.ac.th

PING www

64
64
64
64
64
64
64
64
64
64

--- www.ait.ac.th

round-trip min/avg/max/stddev

bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes

from
from
from
from
from
from
from
from
from
from

183.
183.
183.
183.
183.
183.
183.
183.
183.
183.

214.
214.
214.
214.
214.
214.
214.
214.
214.
214.

46:
46:
46:
46:
46:
46:
46:
46:
46:
46:

icmp_seq=0
icmp_seq=1
icmp_seq=2
icmp_seq=3
icmp_seq=4
icmp_seq=5
icmp_seq=6
icmp_seq=7
icmp_seq=8
icmp_seq=9

ping statistics ---
10 packets transmitted, 10 packets received, 0% packet loss
= 106.173/110.934/115.273/3.142

ttl=114
ttl=114
ttl=114
ttl=114
ttl=114
ttl=114
ttl=114
ttl=114
ttl=114
ttl=114

.ait.ac.th (202.183.214.46): 56 data bytes
202.
202.
202.
202.
202.
202.
202.
202.
202.
202.

time=112.
time=106.
time=106.
time=111.
time=112.
time=114.
time=111.
time=115.
time=106.
time=111.

601
730
173
704
412
603
755
273
525
562

ms
ms
ms
ms
ms
ms
ms
ms
ms
ms

ms
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traceroute

» IPIXTY RDIL—THREDTZHD TTL (time-to-live) ZF] 3
» =Ty RERERIC TTLZ 1SS
» TTLAY0 [C%2D & ICMP TIME EXCEEDED Z&(E&(CIRT
>
> REREEFRE & BB T DR
> FENMREBEFET D
> ITED/ICRAUDDH SN
» BEIL—PRBAYY—TIARBICIP P LRZHD
» IP 7 RLRIZGFTRE—IL—IDHIETERL

TTL=1 —— »

<+—  |CMP Time Exceeded

< _ ICMP Time Exceeded

> |CMP Dst Port
- Unreachable
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traceroute sample output

% traceroute www.ait.ac.th

traceroute to www.ait.ac.th (202.
1 202.214.86.129 (202.214.86.129)
jc-gw0.IIJ.Net (202.232.0.237)
(210.130.143.233)
(210.130.130.76)
(210.130.143.53)
202.232.8.142 (202.232.8.142)
ge-1-1-0.toknf-cr2.ix.singtel.com (203.208.172.209)

2
3 tky001ix07.II1J.Net
4 tky001bb00.IIJ.Net
5 tky001ix04.I1J.Net
6
7
1

.480 ms

8 p6-13.sngtp-cr2.ix.singtel.com (203.208.173.93)

229 (203.208.172.229) 88.617 ms

9 203.208.182.238 (203.208.182.

(203.208.182.234) 91.660 ms

10 203.208.147.134 (203.208.147.

11 210.1.45.241 (210.1.45.241)
12
ms
13
ms

14 202.183.160.121 (202.183.160.

15
16
17

* >k %
* %k %
* >k %

st1-6-bkk.csloxinfo.net (203.

st1-6-bkk.csloxinfo.net (203.

183.214.46), 64 hops max, 40 byte packets
0.687 ms 0.668 ms 0.730 ms

0.482 ms 0.390 ms 0.348 ms

0.861 ms 0.872 ms 0.729 ms
10.107 ms 1.026 ms 0.855 ms
1.111 ms 1.012 ms 0.980 ms
1.237 ms 1.214 ms 1.120 ms
1.338 ms 1.501 ms
93.195 ms 203.208.172.
87.929 ms

238) 90.294 ms 88.232 ms 203.208.182.234
134) 103.933 ms 104.249 ms 103.986 ms
103.847 ms 110.924 ms 110.163 ms
146.14.54) 131.134 ms 129.452 ms 111.408

146.14.54) 106.039 ms 105.078 ms 105.196

121) 111.240 ms 123.606 ms 112.153 ms
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tcpdump

» TV RFPTFRIITDREHDY—IL
» )Xy RDSEEE N /N1 ~ZERER
> R T 1ILYY VTR
> Bl BEDRZRHNSD TCP SYN /ST v ~
> SHIBRARITHN DI AE
> HKY

> F—HYA ZNKEN
> BER Y kD — 0 TR CEE

13 /55



tcpdump sample output

18:45:29.767497 IP 202.214.86.132.50052 > 202.210.220.18.80: \

S 3304970307:3304970307 (0) win 65535 <mss 1460,nop,nop,sack0K,nop, \

wscale 1,nop,nop,timestamp 710778973 0>
18:45:29.770038 IP 202.210.220.18.80 > 202.214.86.132.50052: \

S 3129218301:3129218301(0) ack 3304970308 win 65535 <mss 1460,nop, \

ywscale 1,nop,nop,timestamp 2523776361 710778973,nop,nop, sack0K>
18:45:29.770090 IP 202.214.86.132.50052 > 202.210.220.18.80: \

. ack 1 win 33304 <nop,nop,timestamp 710778973 2523776361>
18:45:29.787084 IP 202.214.86.132.50052 > 202.210.220.18.80: \

P 1:521(520) ack 1 win 33304 <nop,nop,timestamp 710778975 2523776361>
18:45:29.791392 IP 202.210.220.18.80 > 202.214.86.132.50052: \

P 1:222(221) ack 521 win 33304 <nop,nop,timestamp 2523776363 710778975>
18:45:29.887024 IP 202.214.86.132.50052 > 202.210.220.18.80: \

. ack 222 win 33304 <nop,nop,timestamp 710778985 2523776363>
18:45:34.792726 IP 202.210.220.18.80 > 202.214.86.132.50052: \

F 222:222(0) ack 521 win 33304 <nop,nop,timestamp 2523776864 710778985>
18:45:34.792763 IP 202.214.86.132.50052 > 202.210.220.18.80: \

. ack 223 win 33304 <nop,nop,timestamp 710779475 2523776864>
18:45:42.528539 IP 202.214.86.132.50052 > 202.210.220.18.80: \

F 521:521(0) ack 223 win 33304 <nop,nop,timestamp 710780249 2523776864>
18:45:42.531088 IP 202.210.220.18.80 > 202.214.86.132.50052: \

. ack 522 win 33303 <nop,nop,timestamp 2523777637 710780249>
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SNMP (Simple Network Management Protocol)

» SNMP
» UE— DO SIEREWVEDLE, BIROBMN. S v TORE
» UDP OFIA (SEMHEL W)
» BESINIERDS T 1 v OKREHER
» FEAEDIL—F, R4y F, IR OS [CEZE
» Z<DERBRY—ILHEE
» MIB (Management Information Base)
» SNMP AT Y10 hDOAREET —HX—2R
» fll: interfaces.ifTable.ifEntry.ifOutOctets
> ¥ MIB £ TS5 1R~k MIB
> get, set, get-next to access MIB
> HIKY
» RSN TVBBRIEBRSNTLS
» ATI IO RDOYR—RZZRHSEBINT D E(FH LWL
» POLRADEHERHIE
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J0—3t8
» SNMP [C&BA1 V=T 214 RANDVHEICKDEHADERTE
> MBER>DH DD, ZNLLEDBREVSH BEE
» J0—~R—2DEHA
» 5 tupples (protocol, srcaddr, dstaddr, srcport, dstport), AS, etc
» ’OK3JL: NetFlow. sFlow. IPFIX,

» YTV ICLBT—YEHIRETTEE

flow 6 G—
. flow 5 Cm—)

flow 4 < > <
flow 3; t—>>
flow 2 <>
flow 1 S

\/

timebinN  timebinN+1  fime
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MRTG

» SNMP F—%9%J3521t33Y—Il

» SVERERINIT Y EEN LT —YEZ—E(CT DM
> daily, weekly, monthly, yearly

» inbound/outbound traffic
» ORERSNT—% (CHFIMBTEE

1688.8 k

1288.8 k

288.8 k

488.8 k

Bits per Second

8.8 k

2 4 & 8 18 1Z 14 16 18 2@ 22 @ 2 4 & 8 1@
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RRDtool

» RRDtool: MRTG DE&(C K BEMEY—IL
> RERERTEDNTIRE(C
» FEORBRINT—IERZDLSIR

» flowscan [C& % RRDtool Z{E o7z NetFlow T—5 DTS2

4%ell Known Services, bits per second

w 5

ERRTLE r i ¥

T hdod s [T§

< NN

= i,

3 som -

B

—_ o

L

= I

E i i

2 -s0 Mo T . R i

= W L M
00; 00 081 00 1200

B Napster® 27.7% out 21.6% In

W HTTP src + W HTTP dst 7.8 ut 24.1% In

D FTP DATA src + B FTP DATA dst 24,58 Out 12.4% In
[ MCAST  0.08 Gut 0.3 In

B HNTP src + B WNTP dst 0.5% out 4.5% In
O RealServer 0.2¢ Out 0.5 In
I SHTP src + W SMTP dst 0.2% Ut 0.5% In

O ICHP 0.1% Qut  0.1% In
other 38.5% Out 35.6% In
W TOTAL

from caida web site
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RYRD—OBEBY—-IILOXED

» HEHEEERAY —ILTEHRY —LTIEZL
» ZLOFHAITHIRAENTLS
» FIBICERLU TRMLHEH BN EIRREIT DREND D
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Wwau\wa4z0s

> web server accesslog
> mail log

> syslog

> firewall log

> IDS log

> ZDftt &5 KBECHK
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BREOTHEMZET DN ?

» IWIRDIERE
» FTUWER: KiOESPHIREDZE
> ZD5ZATERTA
» LXaUT o EOREPHESKE. TN 5 DOIMERDIEE
> FEMTEAIT D@ £
» B8t
» BEDLR— . BEANDOM
> SCERDEN
» OEEVIBE. Z0fth

ZHZHBITSINBRVOTTEERIARL
(O ZWMBEFTROULTEWIEW)
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DU DORRE

» ERBT—YE

» BERBROBEORI. HABRPRBTOERME
» (IREVRTLADEEREICKD) BERORTE

» SXSFXRBTA—T Y MDEE

> BRITIC(XEFE & FHADRE

> BITIEELLE VS BLGAH
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07 DERE

OJURE
» JOUS5IVY (syslog APl DFIRAELE)
» IREY T LB
» 0OJ0—-7—Y3Y
» HTWTF—5Z—FHRIRT UIcZEIBR
» 091X B T—90ES
» O—FT—Y3 VKT —YZRDIBNELSTR

v

» RRD (Round Robin Database)

» FVWOJTZENTBHET, TV XZ—EICTD

> Bl 5 RIET 18/, 2RERETLIHA. 1BRETLEF
» TIR1L

» 376U T web [C862 Z & TRNDIBEZBH(C
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SXIFBITA—VY

v

web server access log

v

mail log
DHCP server log

syslog

v

v
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Web Y —)\ANDF7P Ot R

» HTTP ZOK2JJL
» UOIRKN/LRARYR

web server

BC1==H

HTTP request HTTP response
HTTP request HTTP response

web client web client

26

55



web server access log

» Apache Common Log Format
> client_IP client_ID user_ID time request status_code size
» Apache Combined Log Format
» Common Log Format [T referer & User-agent %3810
» client_IP client_ID user_ID time request status_code size
referer user-agent

> ZOM HRY 1 X TJEE

client_IP: POV TRTD IP 7KL R

client_ID: 2354 7Y DHAIF

user_ID: RE1—HE

time: BFZ

request: JOUIRSDORADT

status_code: LRARYRARTF—H R

size: XEE/NA ML (NVY—-RBEFT) 0/ 2L
referer: UOIRLDYU VI

user-agent: YO IZALTOTSOTOBEP/I\—-Y3Y

5l Combined Log Format:

127.0.0.1 - frank [10/0ct/2000:13:55:36 -0700] \
"GET /apache_pb.gif HTTP/1.0" 200 2326 \
"http://www.example.com/start.html" \

"Mozilla/4.08 [en] (Win98; I ;Nav)"
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mail log
BIE, REREOA—MBECOTHIMENS

IR

Oct 27 13:32:54 server3 sm-mta[24510]: m9R4WsBe024510:\
from=<client@example.com>, size=2403, class=0, nrcpts=1 \
msgid=<201012121547.0BCF1PX6032787Q@example.com>, \
proto=ESMTP, daemon=MTA, relay=mail.example.co.jp [192.0.2.1] \

Oct 27 14:43:04 server3 sm-mta[24511]: m9R4WsBe024510: \
to=<user@example.co.jp>, delay=01:10:10 xdelay=00:00:00, \
mailer=local, pri=32599, dsn=2.0.0, stat=Sent

>

VVYVYVYVYYYVYY

iS5

KRR

FOERA—F— [FOLRES]
Queue ID: X—)LOAEL ID

nrcpts: S{EEH
relay: RODZEEHLY—I/N
dsn: Delivery Status Notification, RFC3463
» 2.X.X:Success, 4.X.X:Persistent Transient Failure,
5.X.X:Permanent Failure
stat: Message Status
» Sent, Deferred, Bounced, etc
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DHCP server log
SYSLOG: Xwt—I Dk

Oct 28 15:04:32 server33 dhcpd: DHCPDISCOVER from 00:23:df:ff:a8:a7 via ethO
Oct 28 15:04:32 server33 dhcpd: DHCPOFFER on 192.168.2.101 \
to 00:23:df:ff:a8:a7 via ethO
Oct 28 15:04:32 server33 dhcpd: DHCPREQUEST for 192.168.2.101 \
from 00:23:df:ff:a8:a7 via ethO
Oct 28 15:04:32 server33 dhcpd: DHCPACK on 192.168.2.101 \
to 00:23:df:ff:a8:a7 via ethO
Oct 28 15:09:32 server33 dhcpd: DHCPREQUEST for 192.168.2.101 \
from 00:23:df:ff:a8:a7 via ethO
Oct 28 15:09:32 server33 dhcpd: DHCPACK on 192.168.2.101 \
to 00:23:df:ff:a8:a7 via ethO

dhcpd.leases: DY T/ IP 7 KL RAO@ERIIER

lease 192.168.100.161 {
starts 4 2010/12/09 23:13:39;
ends 5 2010/12/10 00:13:39;
tstp 5 2010/12/10 00:13:39;
binding state free;
hardware ethernet 5c:26:0a:17:06:00;
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syslog

» UNIX % OS TIERBDX Y £—Y @R UL DRFT DEHEH

» HEBHEX—ILDNBEFRREALE STENELFEOLNBLSIC
ot

> i —)\(CTEREE OJRE

» OJ00—F7—Y 3 VEEEDO Y R—~

» Windows Event Log
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Web 20—5

2 0—73 (crawler) [C&BT—Y DIE
» V0—35: BITT—YZRETZTO0I35 A
» web 20—5: web R—IZBEHKRLIT S
» BREAT—INR—RAPI VT VI RADIERBRE
» R=IRDOIVOZEWUD TRONR—IAN
» WBWBY—LHETE
» QBB IOCRAIHEBEBNODNDZDTER
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DI FE

» B Zez®LHT., 57193
» FEEHUTVBRICHNDE. BLDLLEHLZN
» BROVUTREDVY RS A YY—)L (grep, sort, unig, sed,
awk, etc)
» RKET VY ZHERICUNIBIBDTX
» BDIRUTSWBETEDETBEET S
» Lo ESTEHMELLELRBTBELRVN &
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RET —5 DTN

> FA—=TCRBERKBET —5 DEHAAHCINIET —T )LD
e
» TAABEPTILTV I LEHEBLTEL ERILD
» KET—HEI/RSTIK
» ESHCABRIERDHIBR
> BFREIEY, ZERIYICERN
» HE(CIH U THENNIB
» BT U THEGES IR
> PRET PAILICERT D, DIINIET D
> WIBCHBRXEUEDRED
» T—YBEEIKRTD
» —ECWIBT D YA RTEBRZDIEX
> 2ERDOIBIFEIDRED
» NEWTF—Ft v hTHRIT
» 2T —=)LFBPILTU A

» XEUT A XEBER[D L — A T(CER
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IE#3FRIR (regular expression)

IERKRIT

» XFHIY—VDREE. XFIDORRPERICFHIA

» HEHERBFERAEEERICEVWTERSEERIOHDFER
> XFHDINY -y FDI=HDEeEE ULTER

> grep, expr, awk, vi, lex, perl, ruby, ...

Ruby DIFRFIR

Regexp class

regular expression literal: /regexp/opt
=" operator: subject =" /regexp/
match() method: /regexp/.match(subject)
string class: string.match(/regexp/)
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Ruby DIERKIBOAvIOL I 7L VR

[abc] A single character: a, b or c

["abc] Any single character but a, b, or c
[a-z] Any single character in the range a-z
[a-zA-Z] Any single character in the range a-z or A-Z
= Start of line

$ End of line

\A Start of string

\z End of string

. Any single character

\s Any whitespace character

\S Any non-whitespace character

\d Any digit

\D Any non-digit

\w Any word character (letter, number, underscore)
\W Any non-word character

\b Any word boundary character

(...) Capture everything enclosed

(alb) aorb

a? Zero or one of a

a*x Zero or more of a

a+ One or more of a

a{3} Exactly 3 of a

a{3,} 3 or more of a

a{3,6} Between 3 and 6 of a
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Ruby DIERFTIBOA Vv IOL TP LYR (DDE)

options:

i case insensitive

m make dot match newlines

x ignore whitespace in regex

o perform #{...} substitutions only once

BRVYFEREVYF (REYYFOADER)
e (FRET Y F, 7R ERIEY Y F

/<.*>/ .match("<a><b><c>") # => "<a><b><c>"
/<.%?7>/.match("<a><b><c>") # => "<a>"
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RIDDEE: ZBNMSTEDE

> 15
- R
> PRIE

» MRYSVYDT—3%ES: L8R P. K. Janert “Gnuplot in
Action”

http://web.sfc.keio.ac.jp/ kjc/classes/sfc2013s-measurement/marathon.txt
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AIRIDES: FIDSE
> BITNS. TERRM () L ABEHH S BRICHKTES

# regular expression to read minutes and count

= /~(\dH)\s+(\d+)/

sum = O # sum of data
= 0 # the number of data
ARGF.each_line do |linel
if re.match(line)
min = $1.to_i
cnt = $2.to_i
sum += min * cnt
n += cnt
end
end

mean = Float(sum) / n

printf "n:%d mean:%.1f\n", n, mean

% ruby mean.rb marathon.txt
n:2355 mean:171.3
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RILDEE: REREDFE
» PILTURL: 02 =150 (2 — )2

# regular expression to read minutes and count

re = /~(\d+)\s+(\d+)/

data = Array.new
sum = 0 # sum of data
n = 0 # the number of data
ARGF.each_line do |linel
if re.match(line)
min = $1.to_i
cnt = $2.to_i
sum += min * cnt

n += cnt
for i in 1 .. cnt
data.push min
end
end

end
mean = Float(sum) / n
sqsum = 0.0

data.each do |il
sqsum += (i - mean)**2
end
var = sqsum / n
stddev = Math.sqrt(var)
printf "n:%d mean:%.1f variance:%.1f stddev:%.1f\n", n, mean, var, stddev

% ruby stddev.rb marathon.txt

n:2355 mean:171.3 variance:199.9 stddev:14.1
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RIDDEE: ZEREDHEDAR
> PLIUZLERR: o2 =157 22— 72

# regular expression to read minutes and count

re = /7(\d+)\s+(\d+)/

sum = 0 # sum of data
n = 0 # the number of data
sqsum = 0 # su of squares
ARGF.each_line do |linel
if re.match(line)
min = $1.to_i
cnt = $2.to_i
sum += min * cnt
n += cnt
sqsum += min**2 * cnt
end
end

mean = Float(sum) / n
var = Float(sqsum) / n - mean**2

stddev = Math.sqrt(var)

printf "n:%d mean:%.1f variance:%.1f stddev:%.1f\n", n, mean, var, stddev

% ruby stddev2.rb marathon.txt
n:2355 mean:171.3 variance:199.9 stddev:14.1
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BIRIDES: PRIEDE
> BEBDY A LERFICANY — k., PREEROET

# regular expression to read minutes and count

re = /~(\d+)\s+(\d+)/
data = Array.new

ARGF.each_line do |linel
if re.match(line)
min = $1.to_i
cnt = $2.to_i
for i in 1 .. cnt
data.push min
end
end
end

data.sort! # just in case data is not sorted

n = data.length # number of array elements
r=n/ 2 # when n is odd, n/2 is rounded down
ifn%21!=0

median = datalr]
else

median = (datalr - 1] + datalr])/2
end

printf "r:%d median:%d\n", r, median

% ruby median.rb marathon.txt
r:1177 median:176 41/55



AICID;EE: gnuplot

» gnuplot Zf> CTREBRI S T7%EEL
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AIDMDEE: EXNITS A
» MRYSYYDTESY 1 LADRDH
plot "marathon.txt" using 1:2 with boxes

I57%Bv9<33 (6)

set boxwidth 1

set xlabel "finish time (minutes)"

set ylabel "count"

set yrange [0:180]

set grid y

plot "marathon.txt" using 1:2 with boxes notitle

160 180
“marathon.txt" using 1:2 1

140 | 160

140 ’_}H
120 H

100

120 -

100 -

count

80 80

60 - 60

L
220 240

120 140 160 180 200

120 140 160 180 200 220 240 finish time (minutes)

43 /55



RIDDEE: TERRBD CDF O

Jp—

71:7'9

# Minutes Count
133 1
134 7
135 1
136 4
137 3
138 3
141 7
2.

142 24

KEEHZEN:

# Minutes Count CumulativeCount
133 1 1

134 7 8

1351 9

136 4 13

137 3 16

138 3 19

141 7 26

142 24 50

44 /55



RIBDEE: CDF (2)

ruby code:
= /"(\d+H)\s+(\d+)/
cum = 0
ARGF.each_line do |line]
begin
if re.match(line)
# matched
time, cnt = $”.captures
cum += cnt.to_i
puts "#{time}\t#{cnt}\t#{cum}"
end
end
end

gnuplot command:

set xlabel "finish time (minutes)"

set ylabel "CDF"

set grid y

plot "marathon-cdf.txt" using 1:($3 / 2355) with lines notitle

45
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CDF

0.9
0.8
0.7
0.6
0.5
0.4
0.3
0.2
0.1

> DFEERRE CDF

_

120

140

160 180 200
finish time (minutes)

220

240
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SB0EE: Web 7O £R0OT YV TINT—%

» apache log (combined log format)
» KB Splunk #tOF 2 — kU P )LASLIT —5 (24 B5E5)
» #) 500KB(zip [E#fE). RRREZEH OMB

http://www.iijlab.net/ kjc/classes/sfc2013s-measurement/access_combined.zip
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HbyZFILFoeROT

10.32.1.43 - - [10/Apr/2013:00:07:00] "GET /flower_store/product.screen?product_id=FL-DLH-02 HTTP/1.1" \
200 10901 "http://mystore.splunk.com/flower_store/category.screen?category_id=GIFTS&JSESSIONID=SD7SL1FF'
"Mozilla/5.0 (X11; U; Linux i686; en-US; rv:1.8.0.10) Gecko/20070223 Cent0S/1.5.0.10-0.1.el4.centos Fir
4361 3217

10.32.1.43 - - [10/Apr/2013:00:07:00] "GET /flower_store/category.screen?category_id=GIFTS HTTP/1.1" \
200 10567 "http://mystore.splunk.com/flower_store/cart.do?action=purchase&itemId=EST-12&JSESSIONID=SD7S
"Mozilla/5.0 (X11; U; Linux i686; en-US; rv:1.8.0.10) Gecko/20070223 Cent0S/1.5.0.10-0.1.el4.centos Fir
1685 2466

177.23.21.50 - - [10/Apr/2013:00:07:45] "GET /flower_store/category.screen?category_id=PLANTS HTTP/1.1" \
200 10567 "http://mystore.splunk.com/flower_store/cart.do?action=purchase&itemId=EST-18&JSESSIONID=SD7S]
"Mozilla/5.0 (X11; U; Linux i686; en-US; rv:1.8.0.10) Gecko/20070223 Cent0S/1.5.0.10-0.1.el4.centos Fir
2526 482

177.23.21.50 - - [10/Apr/2013:00:07:45] "GET /flower_store/category.screen?category_id=PLANTS HTTP/1.1" \
200 10567 "http://mystore.splunk.com/flower_store/cart.do?action=purchase&itemId=EST-18&JSESSIONID=SD7S
"Mozilla/5.0 (X11; U; Linux i686; en-US; rv:1.8.0.10) Gecko/20070223 Cent0S/1.5.0.10-0.1.el4.centos Fir
2623 2099

233.77.49.54 - - [10/Apr/2013:00:07:58] "GET /flower_store/category.screen?category_id=FLOWERS HTTP/1.1"
200 10567 "http://mystore.splunk.com/flower_store/cart.do?action=purchase&itemId=EST-11&JSESSIONID=SD7S
"Mozilla/5.0 (X11; U; Linux i686; en-US; rv:1.8.0.10) Gecko/20070223 Cent0S/1.5.0.10-0.1.el4.centos Fir
662 2486

10.2.91.32 - - [10/Apr/2013:00:08:00] "GET /flower_store/category.screen?category_id=BALLOONS HTTP/1.1" \
200 10567 "http://mystore.splunk.com/flower_store/cart.do?action=purchase&itemId=EST-11&JSESSIONID=SD7S
"Mozilla/5.0 (X11; U; Linux i686; en-US; rv:1.8.0.10) Gecko/20070223 Cent0S/1.5.0.10-0.1.el4.centos Fir
431 4899

10.2.91.32 - - [10/Apr/2013:00:08:00] "GET /flower_store/category.screen?category_id=BALLOONS HTTP/1.1" \
200 10567 "http://mystore.splunk.com/flower_store/cart.do?action=purchase&itemId=EST-11&JSESSIONID=SD7S]
"Mozilla/5.0 (X11; U; Linux i686; en-US; rv:1.8.0.10) Gecko/20070223 Cent0S/1.5.0.10-0.1.el4.centos Fir
3276 322

10.32.1.37 - - [10/Apr/2013:00:08:26] "GET /flower_store/category.screen?category_id=FLOWERS HTTP/1.1" \
200 10567 "http://mystore.splunk.com/flower_store/cart.do?action=purchase&itemId=EST-17&JSESSIONID=SD7S
"Mozilla/5.0 (X11; U; Linux i686; en-US; rv:1.8.0.10) Gecko/20070223 Cent0S/1.5.0.10-0.1.el4.centos Fir
1494 4680

192.168.11.38 - - [10/Apr/2013:00:08:49] "GET /flower_store/category.screen?category_id=FLOWERS HTTP/1.1"
200 10567 "http://mystore.splunk.com/flower_store/cart.do?action=purchase&itemId=EST-13&JSESSIONID=SD7S
MMAassT11a/E O (Y44« T Timw SARQR: amcllQe vred @ O 10Y Carlrm /90070992 Cant+NQ/1 E O 10-0 41 214 rcant am Taam
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» YL Web PO ELROT%EES
» UOT RN EER
> ﬁh%’éjD“} ~

*E)\1 S 5 pREfR Tl

% ruby parse_accesslog.rb access_combined.log > access-5min.txt
% more access-bmin.txt

2013-04-10T00:
2013-04-10T00:
2013-04-10T00:
2013-04-10T00:
2013-04-10T00:
2013-04-10T00:
2013-04-10T00:
2013-04-10T00:

% gnuplot
gnuplot> load

05
10
15
20
25
30
35
40

11 116664
12 137116
15 168736
9 102072

10 105680
13 139694
12 129011
9 95103

’access.plt’
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#!/usr/bin/env ruby
require ’date’

# regular expression for apache common log format
# host ident user time request status bytes

re = /~(\S+) (\s+) (\S+) \[(.*?)\] "(.*?)" (\d+) (\d+|-)/

timebins = Hash.new([0, 0])
count = parsed = 0
ARGF.each_line do |linel
count += 1
if re.match(line)
host, ident, user, time, request, status, bytes = $”.captures
# ignore if the request is not "GET"
next unless request.match(/GET\s.*/)
# ignore if the status is not success (2xx)
next unless status.match(/2\d{2}/)
parsed += 1
# parse timestamp
ts = DateTime.strptime(time, ’%d/%b/%AY:%H:%M:%S*)
# create the corresponding key for 5-minutes timebins
rounded = sprintf("}02d", ts.min.to_i / 5 * 5)
key = ts.strftime("%Y-%m-%dT/%H:#{rounded}")
# count by request and byte
timebins[key] = [timebins[key][0] + 1, timebins[key][1] + bytes.to_i]
else
# match failed
$stderr.puts("match failed at line #{count}: #{line.dump}")
end
end
timebins.sort.each do |key, valuel
puts "#{key} #{value[0]} #{value[1]}"
end
$stderr.puts "parsed:#{parsed} ignored:#{count - parsed}"
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plot graphs of request counts and transferred bytes
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gnuplot script

» multiplot #B£T 2 DD 7Oy hEFEDHD

set
set
set
set
set
set
set

set

set
set

terminal postscript eps color solid 18

xlabel "time (5-minute interval)"

xdata time

format x "Y%H:%M"

timefmt "%Y-%m-%dT%H:%M"

xrange [’2013-04-10T00:00°:°2013-04-10T23:55°]
key left top

multiplot layout 2,1

yrange [0:0.1]
ylabel "requests/sec"

plot "access-5min.txt" using 1:($2/300) title ’requests’ with steps

set
set

yrange [0:10000]
ylabel "traffic (bps)"

plot "access-5min.txt" using 1:($3*8/300) title ’traffic’ with steps

unset multiplot
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% 4@ nmEEEERE (5/1)
» IERDH
> EREXEERE
> DIDER
» BE: SRXME
» B 1
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