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» Flash Crowd

> Y—EZADPHERESD (Z1—2, 1RV,

» DoS/DDoS
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> scan
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YouTube i D/I\1J v v D

» 2008 £ 2 B 24 B tHRDPD YouTube NDIEHH /(X RY VIC
DALY EnzsH

> [REA
» JXERY VBFFDESE T, Pakistan Telecom B"ERN S
YouTube NEHRTERWLE S, BGP (T YouTube DADIRIE%E
NS
» KF ISP PCCW ', ZDREEZNEBICIEl
» R, HERPD YouTube NDIFHEIABRIEICK > TINFRI Y
CUF1LO hEnfe

SEER:
http://www.renesys.com/blog/2008/02/pakistan_hijacks_youtube_1.shtml
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B EICKDBEREDHERE
» 2006 & 12 B 26 BEERIP T M7.1 DIMERAE
> SBET—JILHNEE. PIYTRITOREICEENFEE
> 1Y RRYTPTR—EEEREDTOEEBTEDN 20%LLTIC
» & ISP (FERETH—EREIB

2—(3) ABFHBREHOEBTESEG)  Crrem

28 JANOG26 BEY — T )L, BREERADRA 1E
http://wuw.janog.gr.jp/meeting/janog26/doc/post-cable.pdf
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Great East Japan Earthquake

» a number of foreshocks and hundreds of aftershocks

» affected significant part of communications infrastructure

magnitude
S~ 00O N OO

03/05 0312 0319 03/26

Earthquakes larger than Magnitude 4 in Japan for March 2011
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Traffic at IX

» less impact in Osaka on March 11

Traffic

JPNAP Tokyo-I Total
200

100 6

bits/second

[l
06 09 12 15 18 21 0 03 o6 09 12
O incoming avg (min = 55.67G avg = 91,606 max = 134.80G) last = 108,266
B 1-week ago  (max = 171.08G last = 122,056)
M 2-weeks age  (max = 174.81G last = 128,22)
Updated, Sat 12 Mar 2011 at 1205 (JST
Copyright(c) 1997-2011 Internet Multifeed Co. ALl Rights Reserved

IPNAP Osaka Total

bits/second

12 15 18 21 00 03 o6 oa 12
18.356 avg = 29,886 max = 43,126) last = 34,176

49.196
52.206

B incoming avg
B 1-week ago
W 2-veeks ago

Updated, Sat 12 Mar 2011 at 1205 (J5T)
Copyright(c) 1997-2011 Internet Multifeed Co. ALl Rights Reserved

at JPNAP Tokyol (top) and Osaka (bottom) on 3.11
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Summary of events at IlJ

March 11, Friday:
> M09.0 quake hit at 14:46, the tsunami first reached coastline in 20 min
» Sendai DC lost external power, switched to in-house power generator within 2
min
» 2 redundant backbone links to Sendai DC down, and lost connectivity to 6
prefectures in Tohoku

» From 23:00, undersea cables started failing. Some of the US links down, links to
Asia down

March 12, Saturday:

» One backbone link to Sendai restored at about 6:00

» Sendai DC restored external power at around 11:30

» One of the damaged US-links recovered around 21:00
March 13, Sunday:

» The other backbone link to Sendai was up at around 21:30

» Most of the backbone connectivity was restored by then
March 14, Monday:

» Business started. Service restoration and rescue activities started.
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Residential Broadband Traffic

> severe damage and gradual recovery in Miyagi
» but limited impact to the total traffic in Japan

Y

03707 ©3/14 3721 ©3/28
Bin W out

traffic

traffic

0.4
0.3
0.2

0307 03714 0321 ©3/28
Win W out

Residential traffic for March 2011, Miyagi prefecture (top) and nationwide (bottom)

14 /48



JP-US links

» redundancy and over-provisioning worked

traffic

03707 0314 03721 0328

traffic

3707 o3/1e o3/21 03728

traffic

03707 o/1s o3/21 03728
Bin Wout

Traffic on 3 JP-US links for March 2011, damaged (top) not-damaged (middle) and

rerouted (bottom) 15/48
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R SR

Bl
» 50(C 1 DDEETIBFZENZ<EDHZ KB, EAIC
A. BCHZIBICEBLODZUTRICIRB 272 E, BFETN
TECELR/DDUVE, 2EBDOR B [CENTEIHERZK
HX, (88%051 F RREEARAKEE)

g
A 1/5 = 25/125
B 4/5 x 1/5 = 20/125
C 4/5 x 4/5 x 1/5 = 16/125

B TIEBFZTNILHER /| WINH DB TIBFETNICHEE = 20/61
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NA XI5 (Bayes' theorem)

ESEENEEL iR
> HIBRADRIDEVWSFHEDTTRDER B D B
K. P(B|A)
» 2TDOBEZBRAELT. ZDOS5BDERIZIER (AN B)
ZROD
P(ANB
NA XDEER

» FEOHAIEIFEC, AEWSRERTBARI 2IZEEIC, ZD
BRNEC 2HEERDSD: P(A|B)
» P(A): RA A OFEERER (SaitEXR)
» P(A|B): B DT > 15 BDRE A ORE (BHIEE)
P(B|A)P(A) P(AN B)

PABI=="p@) = PB)
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ARE DS

i
> HIDRIUICED > TVNBADOZIE(E 50/1000. < DRJDIRE
(F. CORKDBED 90%[EBZMENLE DL, BETHELAD

10%(EFEHERISOTT S,
HDVENZORETHERBDNLIZIHE. RS (CZORKIC
A2 TVDEREWVW SH?

fz

RRUCHD > TWBHER: P(D) = 50/1000 = 0.05
BHERGH DR P(R)=P(DNR)+P(DNR)
BERIEDEIIHE. RR TH S BRER

P(DNR)
P(R)
= (0.05 % 0.9)/(0.05 x 0.9 4+ 0.95 x 0.1) = 0.321

P(D|R) =
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KX — JLYIE

» REX—)L (SPAM) £Z5THLX =)L (HAM) ZAE
> KEX—)LICHLEENDEEICDNT
» SPAM B DEFBESTREDOEEXR
» HAM B’ DEBZETREDESHER
» ZEELUTHE. COBBZETHRIDX—ILH SPAM TH
2EREXRERDD

Bl. HDEFE A (:Fa'a LT, P(A]S)=0.3, P(A|H) = 0.01,
B =2 DBBIC P(S|4) ZR®B

P(S)P(A|S)
PSIA) = Bsprals) + PUH)PATH)
P(A|S)
P(A[S) + P(A[H)P(H)/P(S)
0.3
0.340.01 x 2

=0.94
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BN X5 4888 (naive Bayesian classifier)

» ERRICE. BROS—D VZFIA
» h—OVRITDEEEEERT D EFEKRBET —IDNE
> BHEIANA XNFERS: S =D VDI ERE
» RITTRWGEETH. ERICEFBHRIBEEH S
» FBERT YT
» WEFHREBY Y TIHEE -0 VDB RIACEENDIHERE
#E
» FRIRT VT
> HFEDNKRINDA—=ILICH U, EFEND ~—D Y DHER/ (LGSR
DEAX=ILHBRINATHZ2BRERZHE. HIE
» FBRTYITEN—=D VEICRIIEROTHE
> f—=O YV RNLEREHNSHEER/INLAERDEL [CRTA XDEE
ERZFES
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BRI ZHIER (550 LELL)
c=DOV%& z1,22,...,7n £EFT B, INSHERUIEE SPAM THDBEHER(T
P(S)P(z1,...,zn|S)
P(zlw":xn)

DFDOELNE. NSO =D UHEEBR L. HD SPAM THIRBEERLD T, UTDLS
[CEF. R OEHROERERDEVERTDIE

P(S|a1, ..., 2n) =

P(S,z1,...,2n) = P(S)P(z1,...,2n|S5)
P(S)P(z1|S)P(z2,...,zn|S,z1)
P(S)P(z1]S)P(x2|S,z1)P(x3, ..., zn|S, 1, x2)

ZZT B—OUDNFENETHO—I VY ERTLELRET DL

P(wi]S, z;) = P(xi|S)
9% & LROEEHEE

P(S,21,...,n) = P(S)P(21|S)P(22|S) - P(an]S) = P(S) [] P(x:l9)
=1

Liehto T, E—O VDRI EDIREDT T, SPAM TH S BHRERT

_ P(S)TTi, P(xilS)
P(S) T/, P(ai]S) + P(H) [}, P(ai|H)

P(S|z1,...,®n)
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SO0;EE: RIVAHE

> BRNA NS ZE 72 R/ILHIE
» TEBHT0USIVT 6% OI—RHSIER

» BAREZERS ICXEFBCHENT DIERBITNDE

% ruby naivebayes.rb
classifying "quick rabbit" => good
classifying "quick money" => bad
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N2

EDEE: EBICED BN X045

BEYEC KO NBMEDNT T [CHESNBRRERD D
P[] PlailC)
=1
> P(C): A7 TV QHBRER
> [, P(2:]C): hFTVUICHHBEBBEOEMMN SREOR

HOEBERO/VAT IV ZEER
» BB : 2BEBDATITYKD thresh BRVRE
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SO0EE: R/IAHIERIU T~

» RL—ZV T EHIE

# create a classifier instance
cl = NaiveBayes.new

# training

cl.train(’Nobody owns the water.’,’good’)

cl.train(’the quick rabbit jumps fences’,’good’)
cl.train(’buy pharmaceuticals now’,’bad’)
cl.train(’make quick money at the online casino’,’bad’)
cl.train(’the quick brown fox jumps’,’good’)

# classify
sample_data = [ "quick rabbit", "quick money" ]

sample_data.each do |[s]|

print "classifying \"#{s}\" => "

puts cl.classify(s, default="unknown")
end
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SEBIDER: Classifier Class (1/2)

# feature extraction
def getwords(doc)

words = doc.split(/\W+/)

words.map!{|w| w.downcase}

words.select{|w| w.length < 20 && w.length > 2 }.uniq
end

# base class for classifier
class Classifier
def initialize
# initialize arrays for feature counts, category counts
efc, @cc = {}, {}
end

def getfeatures(doc)
getwords (doc)
end

# increment feature/category count
def incf(f, cat)

efclf] |1= {}

@fc[f][cat] |I=0

@fc[f][cat] += 1
end

# increment category count
def incc(cat)

@cclcat] II=0

@cclcat] += 1
end
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SEIDER: Classifier Class (2/2)

def fprob(f,cat)

if catcount(cat) ==
return 0.0
end

# the total number of times this feature appeared in this
# category divided by the total number of items in this category
Float(fcount(f, cat)) / catcount(cat)

end

#
#

when the sample size is small, fprob is not reliable.
so, make it start with 0.5 and converge to fprob as the number grows

def weightedprob(f, cat, weight=1.0, ap=0.5)

# calculate current probability
basicprob = fprob(f, cat)
# count the number of times this feature has appeared in all categories
totals = 0
categories.each do |cl
totals += fcount(f,c)
end
# calculate the weighted average
((weight * ap) + (totals * basicprob)) / (weight + totals)

end

def train(item, cat)

features = getfeatures(item)
features.each do |fl
incf(f, cat)
end
incc(cat)

end

end
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S[@DjEZ: NaiveBayes Class

# naive baysian classifier
class NaiveBayes < Classifier
def initialize
super
Qthresholds = {}
end

def docprob(item, cat)
features = getfeatures(item)

# multiply the probabilities of all the features together

p=1.0
features.each do |fl
p *= weightedprob(f, cat)
end
return p
end

def prob(item, cat)
catprob = Float(catcount(cat)) / totalcount
docprob = docprob(item, cat)
return docprob * catprob

end

def classify(item, default=nil)
# find the category with the highest probability
probs, max, best = {}, 0.0, nil
categories.each do |cat|
probs[cat] = prob(item, cat)
if probs[cat] > max
max = probs[cat]
best = cat
end
end

# make sure the probability exceeds threshold*next best
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debug: feature probabilities D% > 7

hL—

fprob
fprob
fprob
fprob
fprob
fprob
fprob
fprob
fprob
fprob
fprob
fprob
fprob
fprob
fprob
fprob
fprob

Z VT BRDORBIRE:

for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for

"nobody" : good:
"owns": good:
"the": good:
"water": good:
"quick": good:
"rabbit": good:
"jumps": good:
"fences": good:
"buy": good:
"pharmaceuticals":
"now": good:
"make": good:
"money" : good:
"online": good:
"casino": good:
"brown": good:
"fox": good:

OO OO0 Or OO0

[el el elNeNeNeNe]

.333
.333
.000
.333
.667
.333
.667
.333
.000

.000
.000
.000
.000
.000
.333
.333

bad:
bad:
bad:
bad:
bad:
bad:
bad:
bad:
bad:
good:0.
bad:
bad:
bad:
bad:
bad:
bad:
bad:

O O O OO OO OO

O OO O OoOOoOOo

.000
.000
.500
.000
.500
.000
.000
.000
.500
000 bad:0.500
.500
.500
.500
.500
.500
.000
.000
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2298 0. twitter T — Y BRI

» RS5LY: KRIRET -5 NBOREREK
» REAT—%:
» Kwak 512&K3 2009 & 7 B D twitter data. #J 4000 51—
» JLT —%: http://an.kaist.ac.kr/traces/WWW2010.htm|
> twitter_degrees-10000.txt (135KB)
> 10,000 ARDY YT ILT—5
> twitter_degrees.zip (164MB, f#&#% 550MB)
> %9 4000 FADD 2T —%
» numeric2screen.zip (365MB, &R 756MB)
» A-HID &RV V-VEDIVEVYT
> RBIEE
1. twitter 2—Y® following/follower EEHETO v ~
» 10,000 AR DT —49 ZfE > B
2. ZIT—% (K3 following/follower ## D CCDF O v +
> X BAIC following/follower #ZERD log-log 7O ~
3. 7A0—28D% Wy T 50 1—FDx
» SV, A—TID. ROU—-vE, 740—¥. 7+0—%
4, AT 3V ZOMORENT
5. BR: T 9D SHmAEND I &I
» REF: PDF EX D LR— k% SFC-SFS h 51t
> TZEEHjV(t)J 20].4'3E 6 ﬁ 18 E 35 /48



BT —HICDONT
twitter_degrees.zip (164MB, ##&R{% 550MB)

# id followings followers

12 586 1001061
13 243 1031830
14 106 8808

15 275 14342
16 273 218

17 192 6948

18 87 6532

20 912 1213787
21 495 9027

22 272 3791

numeric2screen.zip (365MB, &R 756MB)

# id screenname

12 jack

13 biz

14 noah

15 crystal

16 jeremy

17 tonystubblebine
18 Adam

20 ev

21 dom

22 rabble

36
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R =B
A

» 10,000 ADDT—3ZAWLT, X &I following, Y #f(C
follower #{ZEXD log-log 'O v +

CCDF Z’Ovw ~
» X #(C following/follower #ZEXD log-log 'O v ~

740—8DZW\Wkv D 50 1—HDFE

# rank id screenname followings followers
1 19058681 aplusk 183 2997469
2 15846407 TheEllenShow 26 2679639
3 16409683 britneyspears 406238 2674874
4 428333 cnnbrk 18 2450749
5 19397785 Oprah 15 1994926
6 783214 twitter 55 1959708

37 /48



sort VYR

sort ANV ER: TR 71ILDITEY - UTHVPEZRS

$ sort [options] [FILE ...]

» options (FRETEWVNZSBRATY3V)
» -n: T —)LRZEHEE UTEHED
> -r: fEREEIRICLENRD
» .k POSI[POS2] : V—FE BT —ILRES (1 AUYY) &
BEITD
» -t SEP: 71 —JLRE/I\L—YZEEET D
» -m: BV —hSNET 7ML EY—IT B
» -TDIR: —BI771ILDT4LOKNUZEEBET D

Bl: fileZE 3 71 —)ILRZHEE A TEIBICY — b, —BI 71
(X" Jusr/tmp" [C{ED

$ sort -nr -k3,3 -T/usr/tmp file
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FIEIMD;EE: Dijkstra 7JLIU XA
» MROY 270 IL%ZFHA T, REREBAZSET DS

cat topology.txt

==

NXHO0 QA0 O Q0 TOTOTOE P
|

g 03 08 Hh Hh ® ® ®© A O O T

B ORNWWWoO RN,

ruby dijkstra.rb -s a topology.txt
0) a
(%)
€]
()
(9 e
(10) abc f
(10) abdg

X0® A0 Q0o
(ORI )
o o o o
Qo
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Dijkstra ZJLTU XL

1. MEE: R9—K/—RKfE = 0. thD/—R{E = XEH
2. JL—7:

(1) KEE/— R, RIMED / — RZHEE

(2) BELIL/—ROME/—FOIXNERH

(e oN 4 5

AT 0 AT 0 90'. &ga

Sl K
(2)

o‘° X :
abo “a 690 aao

dijkstra algorithm



sample code (1/4)

# dijkstra’s algorithm based on the pseudo code in the wikipedia
# http://en.wikipedia.org/wiki/Dijkstra’27s_algorithm

#

require ’optparse’

source = nil # source of spanning-tree
OptionParser.new {lopt|

opt.on(’-s VAL’) {lv| source = v}
opt.parse! (ARGV)

INFINITY = Ox7fffffff # constant to represent a large number
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sample code (2/4)

# read topology file and initialize nodes and edges
# each line of topology file should be "nodel (-|->) node2 weight_val"
nodes = Array.new # all nodes in graph
edges = Hash.new # all edges in graph
ARGF.each_line do |linel
s, op, t, w = line.split

next if line[0] ?7# || w==nil
unless op == "-" || op == "->"
raise ArgumentError, "edge_type should be either ’-’ or ’->’"

end

weight = w.to_i

nodes << s unless nodes.include?(s) # add s to nodes
nodes << t unless nodes.include?(t) # add t to nodes
# add this to edges

edges[s] ||= {} # if edges[s] doesn’t exit, initialize with empty hash
edges[s] [t] = weight
if (op == "-" # if this edge is undirected, add the reverse directed edge
edges[t] |I= {}
edges[t][s] = weight
end
end
# sanity check
if source == nil
raise ArgumentError, "specify source_node by ’-s source’"
end

unless nodes.include?(source)
raise ArgumentError, "source_node(#{source}) is not in the graph"
end

42
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sample code (3/4)

# create and initialize 2 hashes: distance and previous

dist = Hash.new # distance for destination

prev = Hash.new # previous node in the best path

nodes.each do |il
dist[i] = INFINITY # Unknown distance function from source to v
prev[i] = -1 # Previous node in best path from source

end

# run the dijkstra algorithm
dist[source] = 0 # Distance from source to source
while (nodes.length > 0)
# u := vertex in Q with smallest dist[]
u = nil
nodes.each do |vl|
if (tu) || (distlv] < dist[ul)

end
if (dist[u] == INFINITY)
break # all remaining vertices are inaccessible from source
end
nodes = nodes - [u] # remove u from Q
# update dist[] of u’s neighbors
edges[u] .keys.each do |v]|
alt = dist[u] + edges[u] [v]
if (alt < dist[v])
dist[v] = alt
previvl =u
end
end
end
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sample code (4/4)

# print the shortest-path spanning-tree
dist.sort.each do |v, dl
print "#{v}: " # destination node
if d != INFINITY
print "(#{d}) " # distance
# construct path from dest to source

i=v
path = "#{i}"
while prev[i] != -1 do

path.insert (0, "#{prev[il} ") # prepend previous node
i = prevl[il

end
puts "#{path}" # print path from source to dest
else
puts "unreachable"
end
end
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U5 D8RNS5 OiEY -
» J—REIVIYOBFREERINELA PO
» graphviz (http://www.graphviz.org/) Dl

digraph finite_state_machine {

rankdir=LR;
size="8,5"

node [shape
node [shape circlel;
LR_O -> LR_2 [ label =
LR_O -> LR_1 [ label =

LR_8 -> LR_6 [ label =
LR_8 -> LR_5 [ label =

doublecircle]; LR_O LR_3 LR_4 LR_S8;

"SS(BY" 1;
"ss(s)" 1;

"S(b)" ] ;
"s(a)" 1;

45 /48



XED

510 @ EERE CHRFEE

» E2BRE
> EBRFEE
» 2/NLHIEEXRAS B
> SBY: BN XH¥ES
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F110@ F—I991ZVT (6/23)
» I\ —ViE
» US29H4E
> OSRHYUVY
» BB ORIV VYT
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